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1. HEJIX OCBOEHUSA

Henp mucnumiuuHel — (OPMHPOBAHME TEOPETHYECKUX 3HAHMH B OOJNACTH YNPABIEHHS W IOCTPOCHUS
MH()OKOMMYHHKAIIMOHHBIX CHCTEM M CETeH M O0TpabOTKa yMEHHH M HABBIKOB CAMOCTOSATEIBHOTO HCIIOIB30BAHMSA
CETEBBIX CIyX0, MPOTOKOJIOB W O00OpyHOBaHMS [UIi aIMHHUCTPUPOBAHWS, HACTPOMKH M IIOCTPOCHUS
MH()OKOMMYHHKAI[IOHHBIX CHCTEM U CETEH.
3aga4un AUCIUIUINHBL:

HayunTs 00ywaromuxcsi COBpeMEHHBIM HH()OKOMMYHHUKAIMOHHBIM CHCTEMaM U CETSIM;
Hayuutpb 00y4arommxcsi MoJIeIMpOBaTh paboOTy pa3InuHbIX CETEBBIX YCTPONCTB;
HayuuTph 00y4arommxcsi HaCTpanBaTh CETEBOE 000PYIOBaHNE;

HayuuTtb oOy4atomuxcst pabotars ¢ anemenramu CKC;

Hayuutb 00y4arommxcsi oCyIecTBIATh IOCTPOCHHUE CeTeH epeau JaHHbIX

2. MECTO B CTPYKTYPE OBPA30OBATEJIbHOM ITIPOI'PAMMBI
Yacts OITIOI BO | B1.B
2.1 TpeGoBaHus K NPeABAPUTEILHON MOATOTOBKE 00yYAOMIMXCA —
MpeAIIeCTBYIONINE TUCHHILTHHBI
2.1.1 | Apxurekrypa 9BM
2.2 JucUuIINHBI M MPAKTUKH, VI KOTOPBIX OCBOEHHE TAaHHOH THCHMIJIMHBI HE00X0IHUMO KaK
NpeAlIecTBYIOIIee:
2.2.1 | AODMHHHCTPHPOBAHME B HH(MOPMAITMOHHBIX CHCTEMaX
2.2.2 | UnbopmannonHas 6€301aCHOCTH

3. AHAUKATOPHI ®OPMUPOBAHW A KOMITETEHIIAT,
COBMEMEHHBIE C PE3YJBTATAMM OBYYEHHUSA IO JUCIIUTIJIMHE

YK-3:

Crnoco0eH: - MPOeKTHPOBATH U Pa3padaThIBATh MPOAYKIHIO, IPOLECCH] H CUCTEMBI, COOTBETCTBYIONIHE
npoduiio o0pa3oBarebHON NPOrpaMMbl; - BbIOUPATH U IPUMEHSATH COOTBETCTBYIOLINE METOAUKHU
NMPOEKTHPOBAHUSA U Pa3padoTKH, BKIOYAsI epeaoBblie MeTObl U TEXHOJIOT MU

3HaThb: YK-3-31- 3HaTh COBpEMEHHOE MPOrpaMMHOE 00eCIieueHHE I MOICITHPOBAHNUS CeTEH
VYMers: YK-3-Y1- YMers paboTaTh B IPOrPaMMHOM O0CCIICYCHUH JIJIsI MOJICIIUPOBAHUS CETEH
Bnaners: YK-3-B1- Bragers HaBBIKOM OLICHKH PE3yJbTATOB MOJACIHPOBAHUS CETCH

OIIK-3

Cnoco0eH pemiaTh CTaHIAPTHBIE 33124 NPO(PeCCHOHAIBHOM JeATeJIbHOCTH HA 0CHOBe HH(OPMALMOHHOM
U Oubdamnorpaguyeckoii KyJbTyphbl ¢ IPUMeHeHHeM HHPOPMAMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHIi 1 ¢
Y4eTOM OCHOBHBIX TPeOOBaHUI HH(POPMALINOHHOI Oe30MacHOCTH

3HaTh: OIIK-3-31 — 3HaTh MOJENHN U CTPYKTYPHI HHPOPMAIIMOHHBIX CeTeH
OIIK-3-32 — 3HaTh TeOpeTHUECKUE OCHOBBI CETEH MepeIadun JaHHBIX

YMerb: OIIK-3-Y1- YMeTs pazoupaThcs B COBPEMEHHBIX ITPOTOKOJIAX U TEXHOJIOTUAX CETEeH mepenadn
JIAHHBIX

Bianets: OIIK-3-B1— BiiageTs HABBIKOM MIPOCKTHPOBAHUS CETEH Mepeauu TaHHbBIX

IIK-1- Cnocoben yuacTBoBaTh B pagoTax no:

- JI0BOIKE WU OCBOEHHIO WH(OPMAIMOHHBIX TEXHOJIOTMii B XO/fe BHeJPEHHS W DJKCIUIyaTanud HH(pOPMAIHOHHBIX
TEeXHOJIOTHii;

- TMOAJEPKAHUIO PADOTOCMOCOOHOCTH HHGOPMAUHOHHBIX CHCTEM M TeXHOJOTHii B 3aJaHHBIX (PYHKIHMOHAIBLHBIX
XapaKTepUCTHKAX H B COOTBETCTBHH C KPUTEPHSIMH KauecTBa;

- YIPaBJEHUIO NPOrPAMMHO-ANNAPATHBIMU CPeACTBAMHM MH(GOPMALMOHHBIX CJIYK0 HHPOKOMMYHMKALMOHHON CHCTEMbI
opraHusanuu; - odecreyeH0 0e30MACHOCTH M LEJO0CTHOCTH AAHHBIX HHPOPMALMOHHBIX CHCTeM M TeXHOJIOTHH, a TaKiKe
YCJ10BHIi ;KM3HEHHOT' 0 IMKJ12 HH(GOPMALMOHHBIX CHCTEM;

- aJanTaluyi NPUJI0KeHNH K N3MEHSIOIMM s YCJI0BHAM (GYHKIOHUPOBAHUS

- AIMMHUCTPUPOBAHHIO CeTEeBOIl MoacHucTeMbl HHPOKOMMYHUKAIIMOHHON CHCTEMbI OPraHU3AlUHU.

Hcnoab30BaTh TEXHOJIOTHH Pa3padoTKi 00beKTOB NPohecCHOHATBHOM 1eATeIbHOCTH B Pa3JIMYHBIX 00J1aCTIX.

3HaTh: [1K-1-31- 3HaTb HEOOXOAMMBIE TEXHOJIOTHH JUI IOCTPOCHHUS M Pa3BEPTHIBAHMS CETeH Iepesadn
JIAHHBIX

YMmeTs: [MK-1-Y1 — YMeTb peanu3oBbIBaTh TEXHOJIOTHIO YIIPaBJIEHHUsI 0OMEHOM HH(POPMAIMU B CETIX
[MK-1-Y2 — YMeTh pean30BbIBaTH OCHOBHBIC JTAllbl HOCTPOCHHUS ceTel




Banets: IIK-1-B1 — Brnagets HABBIKOM HCIIOJIL30BaHHS CPEICTB MOJICIIUPOBAHHS HHPOKOMMYHUKAIIMOHHBIX
CHUCTEM
I1K-1-B2— BrajaeTh HaBBIKOM HCIOJIb30BaHUs HHCTpYMEHTOB moctpocHus CKC
4. CTPYKTYPA U COAEP) KAHUE
Kon HaumenoBanue paznenoB u | Cemectp | YacoB | Kommeren- | Jlureparypa | Ilpumeuanne
3aHATHS TeM /BHJI 3aHATHSI/ 110101 H 9JI.
pecypebl
Pazgen 1. O6mme NpuHOMIBI
JBC
1.1 J13.2
JI13.3
OIIK-3-31 J2.1
OIIK-3-32 J1.1
O6ume npuauns JIBC/nex/ 5 4 K-1-31 12
J1.3
o1
22
1.2 O06xum Butoi napst /I1p/ K-1-B2 JI3.1
5 3 o1
I[IK-1-Y2 3
13 O6xum posetku RJ-45 /TIp/ MK-1-B2 Jq3.1
5 3 o1
I[IK-1-Y2 3
14 CpamuBanne BUTO# mapst /I1p/ MK-1-B2 J13.1
5 4 21
[IK-1-Y2 3

15 J13.2
IIpopaboTka JIEKIHOHHOTO OIIK-3-31 3.3
Matepuana. [loaroroska k OIIK-3-32 121
MPAKTUYECKUM 3aHITHSIM. 5 5 OIIK-3-B1 AL
CaMOCTOSITeIbHOE H3yUeHHE [IK-1-31 1.2

IIK-1-Y2 J1.3
auteparypsl. /Cp/ K-1-B2 3]
22
Pa3znen 2. KanajabHblii
ypoBeHb Mojean OSI
2.1 J13.2
J13.3
KananpeHelil ypoBeHb MOJIEH OIIK-3-32 121
OSI /nex/ 5 o | OHK-3-¥I Tl
TIK-1-31 J1.2
J1.3
o1
22

2.2 3nakoMcTBO ¢ maketom GNS3. VK-3-31 J134
Wneonorueii obopynoBanue 5 1 VK-3-V1 21
Cisco. ba3oBas HacTpoiika VK-3-B1 22
MapuipytuzaTopos /JIp/

2.3 J13.2
IIpopaboTka JIEKIIHOHHOTO J33
MaTepuana. CaMoCTOSTeNbHOE OIIK-3-32 J12.1

OIIK-3-Y1
W3y4YEHHUE JIUTEPATYPHI. 5 4 OIK-3-B1 J1.1
Brimmonnenne nomaiisero MK-1-31 J1.2
3amanud. [Toaroroska k J1.3
nabopatopHbiM pabotam/Cp/ €|
22

Paznea 3. Kommyrauus
NMAKETOB

3.1 KommyTarus makeTos/Jaex/ 5 4 OIIK-3-32 J13.2




[K-1-31 J133
J2.1
J1.1
J1.2
JT1.3
€|
32
3.2 KpoccupoBanue nary-naneneit [IK-1-B2 3.1
Tip/ [K-1-V2 €|
32
3.3 OMyITHUpOBaHNE TIPOCTEHIIIEH PACE Sl 134
cetu /Jlp/ PSS ol
YK-3-B1 32
34 OIIK-3-32 J13.2
IIpopaboTka JIEeKIHOHHOTO OIIK-3-B1 J133
MaTepuana. CaMoCTOSTeNbHOE [K-1-31 J12.1
W3y4YEHHUE JTUTEPATYpHI. IK-1-V1 J1.1
Brinmonnenue gomaiinero [IK-1-B1 J1.2
3ananus. Iloaroroska [1K-1-B2 J13
nabopaTtopHbiM pabotam/Cp/ 31
32
Paznea 4. CereBoii
TPaHCNOPTHBII YPOBEHb
monaean OSI. Crex
nporokoJa TCP/IP
41 OIIK-3-32 J13.2
[K-1-31 J133
N N J12.1
CeTeBOM M TPAHCIIOPTHBIH
J1.1
yposenb Mmoaenu OSI. Ctex 12
nportokona TCP/IP/Jlex/ 13
€|
32
4.2 IIpocras HacTpoiika ceTH B I1K-1-B2 J3.1
Linux u Windows /ITp/ 31
32
4.3 IIpoexTupoBanue [1K-1-B2 Ja3.1
KopropaTuBHO# cetn /Ip/ 31
32
4.4 Ioctpoenwue ceretii ¢ YK-3-31 134
Mapmpytuzatopamu /JIp/ YK-3-V1 31
YK-3-Bl 32
4.5 OIIK-3-31 J13.2
[TpopaboTka JEeKIMOHHOTO OIIK-3-32 J133
Matepuana. CaMoCTOSITeTLHOE OIIK-3-B1 JJ2.1
W3y4YEHHUE JTUTEPATYpHI. IK-1-31 J1.1
Beinonnenue nomanrHero IK-1-Y2 J1.2
3aganus. [Toaroroska k [1K-1-B2 J1.3
naboparopabM padotam/Cp/ 21
32
Pazgen S. Mapmipyrusanus B
ip-cersx. [IpoTokoas
JTUHAMHYECKOMH
MapIIpPyTH3ALAA
TpaHcasuus ceTeBbIX
agpecoB
51 OIIK-3-32 J13.2
MapmpyTu3aiis B ip-ceTsX. J33
IIpoToKonBl AMHAMUYECKOM 2.1
Mapiupyrusauuu TpaHcasanus J1.1
CeTeBBIX ajpecos /JIex/ J1.2

J13




e

32

5.2 Hactpoiika cratuueckoit YK-3-31 3.4
MapuIpyTU3aIiy B YK-3-V1 €|
obopynosanuu Cisco /JIp/ YK-3-Bl 32

5.3 Pabora ¢ quHAMHYECKOI YK-3-31 3.4
MapuipyTu3anuei B YK-3-V1 €|
obopynosanuu Cisco /JIp/ YK-3-Bl 32

54 Hactpoiika Tpancosnuu YK-3-31 3.4
CETEBBIX a/IPECOB B VK-3-V1 91
Mapmpytusaropax Cisco /JIp/ YK-3-B1 22

55 OIIK-3-31 J13.2
IIpopaboTka JIEeKIHOHHOTO OIIK-3-32 J133
MaTepuaia. CaMoCTOSTeIbHOE OIIK-3-B1 2.1
W3ydeHHE JUTEPATYPHI. [K-1-31 JT1.1
BrimonHeHne toMamrHero [IK-1-V2 J1.2
3aganus. [loaroroBka k I1K-1-B2 J13
nabopaTtopHbsiM pabotam/Cp/ 31

32
Pasnen 6. BupryajbHbie
JIOKaJIbHbIE CETH
6.1 OIIK-3-32 J13.2
JI33
J12.1
BupryaneHbie 10KalbHbBIE CETU J1.1
/JTex/ 112
113
31
32

6.2 Pabora ¢ BUpTyambpHEIMU YK-3-31 134
JIOKAJILHBIMH CETSMHU B CpeJie YK-3-V1 21
GNS3, ¢ ucnoap30BaHUEM VK-3-B1 92
mapupyruzaropos Cisco. /Jlp/

6.3 Peanmzanus BUPTyanbHBIX YK-3-31 3.4
JIOKAJIbHBIX CETEH B CETIX C YK-3-V1 31
MapIIpyTH3aTOpaMHu B Cpesie YK-3-B1 32
GNS3 /JIp/

6.4 OIIK-3-31 J13.2
[IpopaboTka JIEKIHOHHOTO OIIK-3-32 J133
Matepuana. CaMOoCTOSITENbHOE OIIK-3-B1 J12.1
W3Yy4YEHHUE JUTEPATYPBhI. IK-1-31 JT1.1
Brimonnenue goMairHero [IK-1-V2 JI1.2
3aganusd. [TogroroBka K [1IK-1-B2 J1.3
nabopatopubsiM pabotam/Cp/ 31

32

Pasnea 7. Texnosorusa VPN

7.1 OIIK-3-32 J13.2
J33
J2.1
Texuonorus VPN/JIek/ L1
J11.2
113

31

32

1.2 Pab6ora ¢ Texnonorueit ACL B Sy 134
cpene GNS3 /JIp/ PLCC I o1

YK-3-B1 32

7.3 . YK-3-31 JI34
Pabota ¢ Texnosoruei Ipsec B
cpenie GNS3 /JIp/ P ol

YK-3-B1 32

7.4 OIIK-3-31 J13.2

IIpopaboTka JEKITMOHHOTO




MaTepuana. CaMoCTOSITEeNbHOE OIIK-3-32 J133
W3y4YEHUE JTUTEPATYPHI. OIIK-3-B1 JI2.1
Brimonxenue nomamisero IK-1-31 J1.1
3aganus. [loaroroBka k IK-1-V2 J1.2
nabopatopHbiM pabotam/Cp/ I1K-1-B2 J13
€|
32
Pasnea 8. IlporokoJibl
NMPHUKJIATHOTO YPOBHA
8.1 OIIK-3-32 J13.2
J133
2.1
IIpoToKONBI MPUKIATHOTO JT1.1
ypoBHsi/JIek/ J1.2
JT1.3
€|
22

8.2 Hactpoiika nporokxosa DHCP B YK-3-31 3.4
cpene GNS3, ¢ YK-3-V1 31
HCIOJIb30BaHUEM VYK-3-B1 92
MapmpytusaropoB Cisco /JIp/

8.3 OIIK-3-31 J13.2
IIpopaboTka JIEKIHOHHOTO OIIK-3-32 J133
Matepuana. CaMOCTOSTENbHOE OIIK-3-B1 JI2.1
W3Y4EHHUE JUTEPATYPBHI. [K-1-31 J1.1
BrimonHeHne goMalrHero [IK-1-V2 JI1.2
3aganus. [loaroroBka k [1K-1-B2 J13
nabopaTtopubsiM pabotam/Cp/ €]

22
Pa3gen 9. BesonacHocTh M
ceTeBasi IMAarHOCTHKA,
nporokog SNMP
9.1 OIIK-3-31 132
J133
J12.1
BesomacHOCTE U ceTeBast 11
JUarHOCTHKA, TPOTOKOIT 12
SNMP/JIex/ 13
91
22

9.2 OIIK-3-31 3.2
TIpopaGoTKa TeKITMOHHOTO OIIK-3-32 3.3
MaTepuaia. CaMoCTosSTeIbHOE OIK-3-BI A2.1
W3y4YEHHUE JTUTEPATypHI. [K-1-31 L1
BrimonHeHNE 1OMaNIHero [K-1-Y2 1.2

I1K-1-B2 113
3ananus. /Cp/
€|
92

9.3 Pazgen 10. CoBpeMeHnHbIe
NPUHIHIBI TOCTPOEHHUA
ceTeil mepeAaym JaHHBIX

10.1 OIIK-3-31 J13.2

OIIK-3-32 J133
J12.1
CoBpeMeHHbIE TIPUHLHAIIEL M1
MIOCTPOCHUS CETeH mepeaadn
nma"ubIx/Jlex/ 12
J113
)
22
10.2 OIIK-3-31 J13.2

IIpopaboTka JIeKIIMOHHOTO




MaTepuana. CaMoCTOSITEeNbHOE OIIK-3-32 J13.3
W3y4YEHHUE JIUTEPATYPHI. OIIK-3-B1 JI2.1
Brimonxenue nomamisero IK-1-31 J1.1
3anmanwus. /Cp/ IK-1-V2 JT1.2
I1K-1-B2 J13
€|
32
Yacer Ha koHTpONs /KoHTpONH/ 5 36 YK-3-31 JdT1.1
YK-3-V1 1.2
YK-3-B1 Jd13
OIIK-31 Jd2.1
OIIK-32 Jd3.1
OIIK-Y1 JI3.2
OIIK-B1 J3.3
IK-1-31 34
IK-1-V2 €|
IK-1-V1 32
I1K-1-B1 93
I1K-1-B2

5. ®OHJ ONEHOYHBIX MATEPHUAJIOB

5.1. Bonpochl U1 CaMOCTOSITEILHOM MOATOTOBKH K IK3aMeHY (3a4€Ty ¢ OLIeHKOI)

Pazpen 1. O0mue npunuunst JIBC
1. OcHOBHBIC OHATHS CeTEH Nepeaadn TaHHBIX. Pa3Mepsl cereil mepenaun manabx OIMK-3-31,011K-3-32
JIK-1-31
[NonaTus Gpu3mIecKO, TIOTHIECKON TOMOJIOTHH ceTH. Buapl Tomomoruit OIIK-3-31,0I1K-3-32 ,[1K-1-31
Mopens OSI u TCP.Henocrarku OIIK-3-31,0I1K-3-32 ,ITK-1-31
®uznueckuil yposenb. OcHOBHbIE onpeaenenus OIIK-3-31,0I1K-3-32 ,I1K-1-31
IIpoBoaHas cpena nepegauu nanHbix OITK-3-31,011K-3-32 ,I1K-1-31
BbecnpoBoniHas cpena nepenaun gaHHbix OIIK-3-31,0I1K-3-32 ,ITK-1-31
Pa3gen 2. KananbHblii ypoBenb moaean OSI
KananeHe1ii ypoBeHs.(CTpyKTypa, MyJIbTHIIPEKCHPOBAHNE, TeMYNbTUILIEKCHpoBanue) OI1K-3-32,I1K-1-31
Kommusuu. Ethernet.(pabota u nepenaua kak maet) OIK-3-32,1TK-1-31
Kommyrartopsr. Henocratku Xa6oB. IIpenmymectBa kommyTaTopoB OITK-3-32,I1K-1-31
[puatun pabotel koMmmMyTaTopoB OIIK-3-32,ITK-1-31
CrnenmanpHbele QyHKIIH KoMMyTaTopoB OIK-3-32,ITK-1-31
ITetns B kommyTaTopax OIIK-3-32,I1K-1-31
Pa3)1en 4. CerteBoii u TpancnopTHbIi ypoBenb Mogeau OSI. Crek nporokosna TCP/IP
Crpyxkrypa IP makera OIIK-3-32, T1K-1-31
Anpecanus B IP cetsix OIIK-3-32, TIK-1-31
BeckmaccoBas anpecanust B IP cetsix(macku moacereit) OIMK-3-32, 1TK-1-31
@yHKIMK TpaHCHIOpTHOTO ypoBHS. [IpoTrokon UDP OIIK-3-32, T1K-1-31
ITonsarue noptos OIIK-3-32, TTIK-1-31
Crpykrypa TCP nmakeroB OIIK-3-32, TTIK-1-31
[MpuHuun padots npotokoia TCP OMNK-3-32, TIK-1-31
IMporoxon ARP OIIK-3-32, TTK-1-31
Pa3gen S. Mapmpyrusanus B ip-cerax. IIporokosisl auHaMu4yeckoii MapmpyTuzanuu TpaHceasnust ceTeBbIX
aJpecoB
1. Texnonorus NAT OIIK-3-31,011K-3-32
2. Crarnueckas Mapupytusanus OITK-3-31,0I1K-3-32
3. IIpoTokosbl BHYTPHIUIIO30BOM JUHAMHYECKOW MapmpyTu3anuu OTIK-3-31,011K-3-32

PURWNEE OUTAWN

N~ WNE

Pa3nen 6. BupTyajibHble JIOKAJbHbIE CETH
1. Tlonatme BUPTyaJbHBIX JIOKAJIBHBIX ceTeit OIIK-3-31,0I1K-3-32, [1K-1-31
2. Crpykrypa tera OIIK-3-31,0I1K-3-32, TTK-1-31
3. TlousTHe TernpoBaHHBIX U HETETMPOBAaHHBIX MOPTOB OIK-3-31,011K-3-32, ITK-1-31
4. Texnomnorus -n-q OIIK-3-31,0I1K-3-32, [1K-1-31

Paszgen 7. Texnoaorns VPN




1. Texunonorus VPN OIIK-3-31,0I1K-3-32, I1K-1-31
Pa3gen 8. IIpoTokoJibl NMPHUKIATHOTO YPOBHSA
Iportokon DNS OIIK-3-31,0K-3-32, T1IK-1-31
[omennas ctpykrypa Unteprera OIIK-3-31,0I1K-3-32, TTIK-1-31
Iportokon DHCP OIK-3-31,0I1K-3-32, [1K-1-31
Email OTIK-3-31,0I1K-3-32, ITK-1-31
IMownstre http mporokona. [puaiun pa6otsr. OIK-3-31,011K-3-32, [1K-1-31
HTTP-3ampoc OIIK-3-31,0I1K-3-32, [1K-1-31
Be6-ceprep, BupTyansHbie xocThl. Cookie-taiiner. OMK-3-31,011K-3-32, [TK-1-31
Pa3gen 9. Be3onacHoCThb M ceTeBasi AMATHOCTUKA, MPoTokoa SNMP
Borret n komnbroTEepHI-30MOH OI1K-3-31,011K-3-32, T1K-1-31
DDoS arakn . SMURF OI1IK-3-31,0I1K-3-32, TIK-1-31
HTTP-flood. DNS-flood OIIK-3-31,011K-3-32, TTK-1-31
SYN-flood.DNS DDOS Amplification OIK-3-31,0T1K-3-32, TIK-1-31
Cnyddunrossie ataku OIK-3-31,0T1K-3-32, ITK-1-31
Ipokon Firewall.Cauddunr nmakeros. OIK-3-31,01K-3-32, [1K-1-31
CereBas pa3Be/Ka, yTHIUTHI IJIs1 CETEBOH pa3Beku. 3noynorpedienne nosepuem OIIK-3-31,0T1K-3-32,
MK-1-31
8. TIIporokox ICMP OIIK-3-31,0I1K-3-32, TIK-1-31
9.  VYruuursl cereBoii nuarHoctuku OINTK-3-31,011K-3-32, [1K-1-31
10. Mportokomx SNMP OIIK-3-31,0I1K-3-32, I1K-1-31

S e
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Paspnen 10. CoBpeMeHHbIe IPUHUMIIBI MOCTPOEHU CeTell mepeaav JaHHbIX

[puamune: L3 kommyTamun OIIK-3-31,011K-3-32, ITK-1-31

Texuomorng MPLS OIIK-3-31,0I1K-3-32, TTK-1-31

AHoHuMM3aLug mojp3oBareneii OINK-3-31,0I1K-3-32, [IK-1-31

[portokon BGP OIIK-3-31,0I1K-3-32, [T1K-1-31

IPv6 OIIK-3-31,0I1K-3-32, T1K-1-31

P2P ceru u nporokounel. Penienne npobiem nocraBku konteHta OIK-3-31,011K-3-32, IK-1-31
SDN-cetn OITK-3-31,0I1K-3-32, TIK-1-31

Noamr~wDdDE

IlepeyeHs THUIOBBIX 3aja4 VIS IK3aMeHA
(OIIK-3-Y1)
1. Jlano N y370B, ONIpeeNnTh MAacKy HO/CETEH ISl TAKOTO KOJIMIECTBA y3JI0B
Jlan nuamna3oH ceTH, pa30UTh Ha YEThIPE AMana3oHa, yKa3arh
3. OmpenennTh Macky MOJICETH MO 33JJAHHOMY aJpecy

n

5.2. IlepeueHnb padoT, BHINOJHSIEMbIX N0 TUCHUINJIHHE

[To tMcHMILIMHE IPETYCMOTPEHO OHO A0MAllIHee 3aJaHue:

Homaminee 3amanueNel: IlpoekrtupoBanue koproparuBHoi cetu  (OINK-3-31,011K-3-32,0I1K-3-B1,ITK-1-
31,1IK-1-Y2,IIK-1-B2)

ITpumep nomamnero 3axanus (/13) ( mo BapuanTam)

BBINOMHNUTD TUIAHUPOBaHWE CETH KOPIOPALMH, COCTOSANIEr0 W3 ILEHTpaibHOro odwuca, Qunuana (mouepHero
MPEeNNPUATHS KOPIMOpalui) W Hebonmplmmx yaaneHHbIX oducoB kmacca SOHO (small office-home office) B
COOTBETCTBUM C BapHaHTOM 3aiaHus. [Ipu BEIOOpE CeTeBBIX peIICHHH y4ecTh BO3MOXKHOCTh PACIIUPEHHMS CETH B
Oymymiem, eciii 3TO MPEIYCMOTPEHO 33/1aHHEM.

Oo0mue TpedoBanms:

Jast cetn neHTpaibHOro ouca:

. YuecTb BHICOKHH TpaduK BHYTPH ceTH odrica MEXIy TpymamMu opuca;

o YuecTh 6€30MaCHOCTD B CETH;

. Y4ecTs BO3MOXKHOCTH CETEBOM NeUaTH BHYTPH Kax10i pabodeli rpynms! (0Taena);
. Hoctyn B uHTEpHET

s cetn punmana:

. JocTym K cepBepaM HEHTPAIBHOTO Odrca;

° YdecTs BRICOKHH Tpa¥K BO BHEIIHIOIO CETh;

o VYuecTp 10CTaTOYHO HU3KHUIT TpadMK BHYTPHU CeTH QHIIHANA;
o CeteBas redaTb M1y pabOYMMU IpynIamMu puimana;

o JlocTyn B UHTEpHET;

s cetu SOHO:

o Joctyn x cepBepaM IEHTpaIbHOTO ouca;

o Y4ecTs BRICOKHH TpayK BO BHEIIHIOIO CETh;

. Yuects mocraTouno Hu3kuid Tpaduk BHyTpH cetr SOHO;
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13.
14.
15.
16.
17.
18.
19.

0.
1.
12.

Joctyn B uHTEpHET;
CoBMeCTHBIH JOCTYII K (haiiinam;
Coneprkanue 10MalIHEro 3aaHUS
BBenenue ¢ onucanneM npoOJIeMbl U IIOCTAaHOBKOM 3a/1auu
Cxema L2 Tononoruu
duznyeckas cxema ceTu
[InaH pa3MeleHns aKTUBHBIX ceTeBbIX yCTpoiicTB U I1K B 3maHnAX, KOMHaTax u T.1.
Br16op maccuBHOTO 000pyIOBaHUS
O6ocHoBaHME BEIOOpAa KOMITIOHEHTOB TTACCHBHOTO 00OPYIOBaHHS
O6ocHoBaHMEe BEIOOpa cpell IepeIadan
OmnpexneneHne CyMMapHOH IITHHBI KaOSIIEHOTO 000pyIOBaHUS
Omnpenenenre CyMMapHOTO KOJIMYECTBA TACCHBHOTO CETEBOTO 000PYI0BaHHS
PacueT cToMMOCTH TaCCUBHOTO 000PYIOBaHHS
Cxema L3 Tononoruu
Jlornueckast cxema ceTu
Cxema aapecanuu
Br100p mpomyckHO cIocOOHOCTH BHEIIHUX KaHAIOB CBs3M U IHTepHET-TIpoBaiinepa
Br16op mporpaMmMHOTo 00ecneyeHuUs CepBEPHBIX NPHIOKEHUH CO CPAaBHUTEIBHBIM aHATU30M
Br100p onepaliioHHON CHCTEMBI CEPBEPHOTO 000PYI0BAHHSA
Br16op akTHBHOTO 000pyIOBaHUS
ObocHOBaHME BHIOOpA COCTaBa aKTHBHOTO 000PYJOBaHHS
ObocHOBaHME BHIOOpA MapIIPYTH3aTOPOB
O6ocHOoBaHME BEIOOpa KOMMYTAaTOPOB pabodel IpyIIbI
O6ocHoBaHME BEIOOpa KOMMYTAaTOPOB arperaluu 1 sapa
O0ocHOBaHME BEIOOpA CEPBEPHOTr0 000PYAOBaHUS
Pacuer crouMocTH aKTHBHOTO 000pYIOBaHUS
Hactpoiika akTUBHOTO 0060pyI0BaHUSA
TurmoBas HacTpoiika KOMMYTaTOPOB PA3IMIHOTO YPOBHS AOCTYTIA
Hactpoiika mapmpytu3zaTopoB (MHTEp()EHCH, TAOIUIIBI MapIIPYTH3ALINH )
Cxema 6e3omacHoCTH
[IpennoxenHoe pernieHune o 0€301IaCHOCTH CETH (CXEMBbI, yCTPONUCTBA, ITPAaBWIIA, OJTUTHKH U T.JI.)
O6ocHOBaHME BHIOOpA aNIapaTHOI WK IPOTPAMMHOM 3aIUTHI CETH
CIMCOK MPaBUJI U TIOJIMTUK O€30MIACHOCTH B aNlapaTHBIX WA MPOTPAMMHBIX YCTPOHCTBAaX 0€30MacHOCTH
CucreMa napoJsieif Ha aKTUBHOE CE€TeBOE 000pyI0BaHNE
[Tpoune HacTpoOKU 6e30MaCHOCTH
Pacuer cTonMocTH obecrieueHust 0€30MacCHOCTH CETH
MozenupoBaHue MPOEKTUPYEMOM CeTH
Pacuyer o61mieit cTouMOCTH IPOEKTUPOBAHMS U Pa3BEPTHIBAHUS CETH

ITepeyeHb BONPOCOB K JOMAIIHEMY 32JaHHIO
(OIIK-3-31,0I1K-3-32,I1K-1-31)
OCHOBHBIE KOMITOHEHTHI CETH.
Knaccudukanms koMmnproTepHbIX cereil (J]aTs onmucanue ¢ npuMepaMu KakaoMy Kiaccy).
Tomnonoruu KOMIbIOTEpHBIX cucTeM. (OCHOBHBIE PA3JINYMS, IUTIOCH K MHHYCHI).
Ceteas mozens OSI. Onpenenenue. Onucate ypoBHU.
Otinune GU3NIECKON agpecanny OT JOTHIEeCKON aipecallym.
Kanp. ®opmat kxanpa Ethernet.
Buapl u rpymnmsl KOMMyTaTopoB. OCHOBHBIE OTJINYHSI.
Tuns! naTepdeiicoB kommyratopos (GBIC, SF, SFP+, XFP).
[onatue n GyHKINN KOMMYTHPYIOIIEH MaTPHIIBIL.
ApPXHUTEKTYpa KOMMYTHPYIOIIUX MaTpHIL.
XapaKkTepHCTHKH, BIUSIONINE HA IPOU3BOJUTEILHOCTh KOMMYTaTOPOB.
Krnaccudukanus KoMMyTaTopoB 10 BO3MOXKHOCTH YIIpaBJIeHHs (HEYIIpaBisieMble, yIIpaBiseMble,
HacTpauBaeMmble). CpeacTBa ynpaBieHUs] KOMMYTaTOPaMH.
[onsarue BupTyansHoM nokansHoU cetu. Tunsl VLAN.
KomMmyTaropsl. MapkupoBaHHbBIE 1 HEMAPKHPOBaHHBIE TTOPTHI.
Kommyraropsr. Cratnyeckue n nuHamudeckrne VLAN.
IMporoxonx GVRP (GARP VLAN Registration Protocol). Ioustie n HazHaueHHEe
Kommytatopst. Otnnune ¢pyukuun Port-based Q-in-Q or Selective Q-in-Q.
Kommyraroper. CermenTanns Tpaduka. ['1e mpuMeHseTcs, OCHOBHBIE ITPEUMYIIECTBA.
Cern. Pa3HOBHIHOCTH MPOBOTHOM CBS3M (BHTAs Mapa, ONTHIECKOE BOJOKHO). [IpenmyiecTBo u




HEJIOCTAaTKH.

20. Ceru. ITonsitue Ethernet. Mcropust pazButus. Buns! rexnonoruit Ethernet.

21. ObopynoBanue 1ist MpoBOAHBIX ceTell Ethernet. CereBoil KOMMyTaTOp, MapIIpyTH3aTOP, MEXCETEBON
sKkpaH. OnpeneneHue u OTIHYUSL.

22. bBecnpoBoaHbIEC TEXHOIOTHH KOMITbIOTEPHBIX ceTell. Wi-Fi. CtaHaapThl, XapaKTepUCTHKH.

23. Pexumsl pabotsl yerpoiicts Wi-Fi. (Access Point, AP-client, AD-Hoc, Bridge, Repeater, WDS).

24. Metopl yBeIMUCHHUS IPOU3BOAUTENHHOCTH ceTeit Wi-Fi.

25. Hcnonr3oBanne Texaonorud MIMO u Super-G. Ipuatmn paboTsl. OCHOBHBIE OTIHYHS.

26. IIporoxoxn ayrentuduranuu 802.1x. Crarmapts! 6e3onacaocta (WPA, WPA2). VPN.

27. Texnomorus WPS. Onpenenenne. [Ipuannm paboTs.

28. MexceTeBble 3KpaHbI (POrpaMMHEBIC U anliapaTHEIE). 3a0aqi MEeKCETEBBIX SKPAHOB.

29. OyHKIMOHAJIBHBIE BO3MOKHOCTH aIllapaTHBIX MEKCETEBBIX 3KpaHOoB. [IpenMyiecTBa 1 HETOCTATKH.

30. JomnomHuTeIbHBIC GYHKINUH MEXKCETeBbIX 9kpanoB. yukuus DMZ. Oyukuus Zone-Defense.
Transparent mode

31. Bupryansnslie yactasie cetd (VPN). IIpotokonst PPTP, L2TP, IPSec

32. OCHOBHBIE IPEUMYIIECTBA M HEIOCTATKN MEKCETEBBIX SKPAHOB

33. OCHOBHBIE IPEUMYIIECTBA U HEOCTATKNA MEXKCETEBBIX SKPAHOB

Taxxe mo aucuuIuinHe mnpexycMoTpeHo 11 JiaGopaTopHbIX padoOT, CBA3aHHBIX C MOJEIMPOBAaHHEM ceTeil
nepenauun qannbix (YK-3-31,YK-3-V1,YK-3-B1)
IlepeyeHb BONPOCOB K 3aluTe JIA0OPATOPHBIX padoT
(YK-3-31, OIIK-3-31, OIIK-3-32)
YT0 Takoe KOMIIBIOTEPHAs! CETh?
Yro HEOOXOIUMO IS CO3AaHHS KOMITBIOTEPHBIX CETEH?
KakoBa ocHOBHas 3a/1a4a, pemaemast Ipyu Co3JaHUH KOMIIBIOTEPHBIX ceTeii?
Kak cienyeT paccMaTpuBaTh apXUTEKTYPY KOMIIBIOTEPHBIX ceTeld cornacHo Monenu [SO/OSI?
Jlis yero nmpeaHa3zHavaeTcsl BEpXHUH (CelbMOi) YPOBEHb apXUTEKTYPHhI - IPUKIAJHON?
KakoBo Ha3zHaueHHE (HU3UICCKOTO YPOBHS apXUTCKTYPHI CeTei?
Uro Takoe mpoTokobl? [ uero oHu npeaHazHaueHbI?
Yro takoe uHTEpQEich?
[To xakOMy IPUHIIUITY KOMITBIOTEPHBIE CETH JNEIISITCS Ha JIOKAIbHBIE U TI100aIbHbIE?
0. Kakoit koMIbproTep Ha3bIBaeTCs (ailIoBEIM cepBepoM?
1. Kakue cetn Ha3pIBaIOTCS OJJHOPAHTOBBIMHU?
12. Yro Takoe pabouas rpymma?
13. KakoBBI GyHKINU CHCTEMHOTO aJMHHUCTpATOpa?
14. Yro Takoe nntro3s1? KakuMu MOTYT OBITh ILTIO3HI?
15. KakoBBI OCHOBHbBIE KOMIIOHEHTHI JJOKAJIbHOU ceTn?
16. Yto Takoe paboune CTaHIIK?
17. Uro Takoe cepBepbl ceTu?
18. Uro Takoe Tomnosorus cetu?
19. Kakue BbI 3HaeTE TOMOJIOTHHU CETEH?
20. Kakwue cymecTByIOT BUIbI Kabelnei 11 00beJMHEHNST KOMIIBIOTEPOB B CETh?
21. [lnis 9ero CIyHT ceTeBas Kapra?
22. Yro Takoe TeXHOJIOTHs KIHMEeHT-cepBep?
23. [Iy1s 9ero CIy»HUT MEXCETeBOH dKpan?
24. Yro Takoe KOHIEHTPATOP?
25. Yro Takoe MapmpyTu3aTop?

RBPBOoOoNoOGR~WLNDE

Takxe B X0/ie OCBOCHHE TUCIMILTIHHBI 00yJarorecs BHIMTONHSIIOT 6 mpakTudeckux pador (I[TK-1-B2, TIK-1-V2)
cBsA3aHHBIX ¢ BBegeHneM noctpoeHnst CKC u nmepBUYHOI HACTPOWKH CETEBBIX PEKBU3UTOB pabodnx CTaHIINI
IlepeyeHb BONPOCOB K 3alIUTE NPAKTHYECKUX 3aHATHI
(TIK-1-31)
[puniuns: moctpoenust CKC?
Kakue Buanl kabess ObIBaroT?
Kak npaBuiIbHO 00’KMMATh BUTYIO Mapy?
CranzapTsl 00’)kKMMa BUTOW TapbI?
Tuns! KOHHEKTOPOB?
Kax HactpauBate cetb B Windows?
Kax HactpauBate ceTb B Linux?
Yro takoe poszerka RJ-45?
Uem otimyaercs 4-napHBIX Kabenb OT 2-T1apHOTro?
10 Jlmarnoctuka kadyecTB oOkuma xadens?
11. Bugs! uactpymenToB s nmoctpoenns CKC

©CoOoNoORA~LNE




12. OpraHmauI/m CCTHU U3 HECKOJIbKUX KOMIILIOTECPOB

5.3. OueHo4YHBIEe MATEPHAJIBI, HCIOJIB3YeMble ISl IK3aMeHa (onucaHne OUJIeTOB, TECTOB H T.I1.)

DK3aMeHAI[MOHHBII OMIeT BKIIOYaeT B ce0s (hyHIaMEHTAIBHBIH TeOPETHUECKUH BONPOC M IPHKIIATHONW TEOPETHIECKHH BOIIPOC
13 YCTaHOBJICHHOTO IEPeYHs KOHTPOJBHBIX BOIIPOCOB, MCIONB3YyEeMBIX IPH (OPMHPOBAHUN 3K3aMEHAIMOHHBEIX OMJIETOB HPH
OIIeHKE 3HaHHH 00yJaIOIIXCs Ha 3K3aMeHe 10 TeMaM, M3JI0KEHHBIM B paszaenax 1-10 mannoit PII/L.

[Tpumep sx3amMeHannOHHOTO OwMIIeTa:

MUHUCTEPCTBO HAYKU U BBICILIEI'O OBPA3OBAHUS POCCUCKOM ®EIEPALIMU
CTAPOOCKOJIbLCKHI TEXHOJIOTMYECKU UHCTUTYT um. A.A.Yraposa
(punman) penepanbHOro rocyaapCTBEHHOTO aBTOHOMHOTO 00Pa30BaTENbHOTO YUPEHKACHHUS
BEICIIETO 00pa3oBanus «HaIroHansHbIH HcClieI0BaTebCKHI
TexHosoruueckuit yausepcuter «MUCuC»
Kadenpa «ABTOMATH3MPOBAHHBIX U HH(POPMALMOHHBIX CHCTEM YIIPaBJICHUSD)
090302 HUndpopManmoHHbIe CHCTEMBI H TEXHOJIOTHH
Mpo¢uias — NadopmannoHHbIE CHCTEMBI I TEXHOIOTUH

I[I/ICLII/IHIII/IHa «HDOKOMMYHUKAITMOHHBIC CHCTEMBI M CETHDY

IK3AMEHAIIHOHHBIH FHIIET No 1

1. Texuomorus NAT
2. Tlpunnumn paboThl KOMMYTAaTOPOB
3. Jlano N y3510B, onpeeauTs MacKy MOJCETEH IS TAKOTO KOJIMYECTBA Y3JI0B

Ikzamenamop A.FO. Conoeves

Ymeeporcoeno na 3acedanuu kagpeopvr AUCY

IIpotokomom Ne_ ot 2020 r.
3aseoyrowuil kagpeopoi AUCY A.HU. I'nywenko

Burers! B OymaskHOM BHe XpaHsTes Ha Kapenpe AVCY u yTBepKICHBI ee 3aBeIyIONINM (I 3aMECTHTENEM 3aB. KaQeapoii).

5.4. MeToauKAa OLEHKH OCBOCHHS JUCIMILIMHDI

Ne Bun Kpurepuii Onenka
n/m OIIEHOYHOT 0
cpeacTBa
1 Beimonaenue u Bce 3amaun gomaiiHero 3aJaHus BBIIOJHEHBI Oe3
3aIMTa JOMAIIHUX OoImMO0K, MO0 C HEPHHIUIAAIFHBIMA OLTHOKAMH, «3a4TEeHO»
3a1aHui HE BIHSIONMMHU Ha (GU3HMUYECKYIO CYTh pe3yJbTara

33.)13]—[1/16 HE BBITIOJIHCHO IMOJIHOCTBIO, oo
BBINIOJIHEHBI HE BCC 3aJaydu, oo B pemieHun

JIOTTYIIICHBI CYIIECTBCHHBIC OINOKH, «He 3auteHo»
HEWCNpaBJeHHbIE  mocie  cobecemoBaHusl €
peno/aBaTenemM
2. DK3aMeH Komnerenrmu
c(hopMHUPOBaHbI.

OO6yuaromuiics AeMOHCTPHPYET:

- IIyOOKHe 3HaHUS COJICPIKAHUSI U3YUICHHON
JMCIMIUTHHBI BO B3aUMOCBSI3U C IPYTHMH
JICIMITIINHAMH,

- CIIOCOOHOCTH UCIIOIB30BATH TEOPETUUECKUE
3HAHUS [IPU BHITOJHECHUH PAKTHYECKUAX 3a[aHHUH;
- apryMEHTHPOBAHHBIE, HCUYEPIIBIBAIOIINE OTBETHI
Ha BCE BOIPOCHI M0 OUIIETY, a TaKkke «OTIMYHO»
JIOTIOJTHUTEIILHBIC BOTIPOCHI 9K3aMEHATOPA;

- YMEHHE BBIIOJIHATh U 0OOCHOBBIBATH PELICHHE
NPaKTUYECKUX 3aJaHUH BBICOKOTO YPOBHS
CII0YKHOCTH;

- Hajuuue cOOCTBEHHOM 000CHOBAaHHOMN MO3UIIMU
Mo 00CyJaeMbIM BOIIPOCAM;

- CBOOO/THOE UCIIOIF30BAHKE B OTBETAX HA BOMIPOCHI
MaTepUaioB PEKOMEHIOBAHHOW OCHOBHOW M
JIOTIOJTHUTEIILHOM JTUTEPATYPHI.




Komnerenuu copMupoBaHsl.
OO0yuaromuiics AeMOHCTPHPYET:

- 3HaHHE OCHOBHBIX TEPMUHOB IO COJEPIKaHUIO
N3y9eHHOW AUCIIUILINHEI,

- TBepJIble 3HAHUSI TEOPETUUECKOTO MaTepHaa;
- YMEHHUE aTh YeTKHE OTBETHI HA IIOCTaBJICHHbIE
BOIIPOCHI;

- YMEHHE pelaTh NPaKTUIECKHe 3aJaHus;

- BJIaJICHUE OCHOBHOM JINTEPATYPOH,
PEKOMEHIOBAaHHOM MPOrpaMMON JTUCLUIUIMHBIL.
JlomyckaroTcst He3HAUUTEeNNbHbIE HETOYHOCTH B
OTBEeTaxX Ha TEOPETHIECKHE BOTIPOCH! U IIPH
BBIIOTHEHUH IIPAKTHUECKUX 3aJaHHUH.

«Xopomo»

Komnerenim chopMupoBaHbL.
OO0y4Jaromuiics: JTeMOHCTPUPYET:

- 3HaHUS TEOPETUUECKOTO MaTepuasa o n3y4eHHOH
JHCIUIIIHHE;

- HETIOJIHBIE OTBETHI HA OCHOBHBIE BOIIPOCHI,
JOMyCKasi OIIMOKH B OTBETE; HEJOCTATOYHOE
IIOHUMAaHUE CYLUTHOCTU U3JIaraéMbIX BOIIPOCOB;

- HETOYHBIE OTBETHI Ha JOTIOJHUTEIBHbIE BOIIPOCH];
- YMEHUE BBIIOJHATH IPAaKTHYECKHE 3aJaHus 0e3
rpyOBIX ONIHOOK;

- HEJJOCTATOYHOE BIIA/ICHUE TUTEPATYPOH,
PEKOMEHI0BaHHOM MPOrpaMMOi AUCIUILIUHEIL.

«yz[OBJ'[eTBOpI/ITCJ'ILHO»

KommereHimu He chOpMHUPOBaHBI.
OO0yuaromuiics AEMOHCTPHPYET:

- CyILlECTBEHHBIE IIPOOEIIBI B 3HAHUAX Y4eOHOTO
Marepuaia,

- IPUHIUITHATEHBIE OMINOKY ITPY OTBETE Ha
OCHOBHEIE BOIIPOCHI OMJIETa, OTCYTCTBUE 3HAHUU H
MIOHUMAHUsI OCHOBHBIX TEPMHUHOB U OIIPE/ICIICHHUH;
- HEIIOHUMAaHHE CYIIHOCTH JIOIOJHUTEIBHBIX
BOIIPOCOB B paMKax 3aJaHuii Ouiera;

- OTCYTCTBHE HABBIKA HJIM CYIIECTBEHHBIC OIIHOKN
TIPY BBINOJTHEHNH IPAKTUUECKUX 3a/IaHUH;

- He3HAHHUE JINTEePaTyphl, PEKOMEHJOBaHHO
MIPOrpaMMOii MCIUTIIHHBL.

«HeynoBieTBOpUTEIHHOY

3 YcTHBIH onpoc 1o OOyuvaromuiicst yBepeHHO 1 IPABUIBHO OTBEYAET Ha
MaTepI/IaJIiaM Bor?;ocmm e b «3aurenoy
TabOPaTOPHBIX U OO0yu4aromuiics He BEpHO OTBEYAET Ha BOMPOCHI
TMPAKTUYCCKUX «He 3auteHo»
3aHATUN
6. YYAEBHO-METOJNMYECKOE 1 THO®OPMAIIMOHHOE OFECIHEYEHHE
6.1. Pexomenayemasi qureparypa
6.1.1 OcHoBHAs JIMTEpaTypa
Oobo3Haue | ABTOpHI, 3ariaBue Bbubaunorexka H3nareancrt
HHUe COCTABHUT BO, IO
e
J1.1 Omudep KommerorepHsie HTB CTU HUTY «MUCuC» CII6. :
B.T ceru. [TpuHIumsI, ITurep, 2009
TEXHOJIOTUH,
MIPOTOKOJIBI :
yaebHoe mocobue
112 Martsim WudopmannonHsre OBC «YHuBepcuteTckas OnOIMOTEKa OHIAWHY» Mockaa ;
C.A. TEXHOJIOTHH URL: Bepmun :
YIIPaBJIEHUS : KypC http://biblioclub.ru/index.php?page=book&id= Jupexr-
JIEKIIAHA 298184 Menua, 2014
J13 ANOXWH WndopmannonHo- 9BC «YuuBepcureTckas 6unbnmnoreka onnae» | Kemeposo :
a O.N. AHATUTHYECKHE URL: Kemeposcku
CHCTEMBI U CETH : http://biblioclub.ru/index.php?page=book&id= i
yueOHoe nocodue 227684 rocy/iapcTBe
HHBIN
YHHUBEPCHUTET




KyJNbTYpHl
HCKYCCTB
(KemI'VKI),
2010
6.1.2 JlonoJiHMTeJIbHAS JUTEpaTypa
Oobo3naue | ABTOpBI, 3ariaBue buoaunorexka H3pareancr
HHE COCTABUT BO, I'0J1
e
2.1 [Tsatubpar BrruncnurensHeie HTB CTU HUTY «MUCuC» M.:
oB A. IL. CHCTEMBI, CETH U KHOPVYC,
TEIeKOMMYHHUKAIIAH 2013
YuebHOe mocobue
6.1.3. MeToau4ueckue pa3padoTKu
O6o03HaUE ABTODBHI, 3armasue Bubmmorexa UsnarenscTs
HHE COCTaBHTE 0, TOT
A
J13.1 CoJI0BbEB MeTtonnueckue HTBb CTU HUTY «MHUCuC» Crapplii
A.IO YKa3aHUs 110 Ockon, CTU
BBIIIOJTHEHUIO HUTY
MIPAKTHIECKUX padboT «MHUCuCp,
o Kypcy 2019
«HpOKOMMYHHKAIT
HMOHHBIC CHCTEMBI U
CEeTH »
132 ConoBbeB Metoauueckue HTBb CTU HUTY «MUCuC» Crapyrii
ATIO yKa3aHUI Ockon, CTU
IUE S HUTY
CaMOCTOSATEITFHON «MHUCuC,
paboTsI 110 2019
BEITIOJTHEHHIO 13 TI0
Kypcy
«HpoKOMMYHUKaIL
WOHHBIE CHCTEMBI U
CeTU»
JI33 ConoBbeB | YuebHoe mocobue 1mo HTB CTU HUTY «MUCuC» Crapprii
A.IO Kypcy Ockon, CTU
«HpoKOMMYHUKaIL HUTY
HMOHHBIE CUCTEMBI U «MHUCuCy,
CeTH» 2016
N34 ConoBbeB Meroanueckue https://Ims.misis.ru/files/1453861/download?d Crapprit
A.1IO yKa3aHus 110 ownload_frd=1 Ockon, CTU
BBINOJIHEHUIO HUTY
nabopaTopHbBIX paboT «MHUCuCp,
o Kypcy 2020
«HpoKOMMYHUKAIL
HOHHBIE CHCTEMBI U
CeTH»
6.2. TlepeueHb pecypcoB MHGOPMALMOHHO-TeJIEeKOMMYHUKAIIMOHHOI ceTH « MHTepHET»
21 BecrutarHast sekTpoHHas 6ubIroTeKa oHIaitH « EAnHOE OKHO K 00pa30BaTelIbHBIM PECypcam»
[Dnexrponnblii pecypce]: http://window.edu.ru
D2 OTkpBITOE 00pa3zoBanue [ IMeKTpOHHBIH pecypc]: https://openedu.ru/
D3 LMS Canvas [Dnekrponnstii pecype]: https://Ims.misis.ru
6.3. IlepevyeHb NpOrpaMMHOro odecneyeHust
1 Microsoft Windows
2 Microsoft office
113 GNS3 (cBob011HO pacpocTpaHseMoe porpaMMHoe o0ecrieueHne)
7. MATEPUAJIBHO-TEXHUYECKOE OFECIHEYEHHUE
7.1 Aynuropus Ne406

«JIabopaTopus NPUKJIAJHOTO NPOTPAMMHPOBAHUS»




[lepeuenb 0ocHOBHOTO 000pYAOBaHUS, yIeOHO-HATIISTHBIX IIOCOOMI:

MOHHUTOP - 9miT.;

MepCOHAIBHBIA KOMIBIOTED - 91T, ;

MPOEKTOp;

9KpaH HaCTCHHBIN;

YCHIINTENb-PACIPEICIUTENb;

KOMIUIEKT yaeOHOM MeOenu Ha 25 1mocaqouHbIX MeCT.

7.2

Aynuropus Ne306
«Ka0uHeT 1151 caMOCTOATETbHOI padoThD»
[lepeyeHb OCHOBHOTO 000pPYIOBaHNUS, Y1€OHO-HATIATHBIX TOCOOMIL:

MPOEKTOP;

JIOCKa;

9KpaH HaCTCHHBIN;

KOMIbIOTEp — 6 IIT.;

KOMIUIEKT yueOHol Mebenn Ha 20 4eoBexk.

B nmomerniennu a1 caMOCTOSITENBHOM pabOThl 00YJarOMINXCs
uMeeTcs MOAKIoUeHHe K ceTn «VIHTepHeT» U IOCTYI B
ANEKTPOHHYIO HHPOPMAIIMOHHO-00Pa30BaTEIbHYIO CPEIy
OpraHM3aIHy.

8. METOAUYECKHUE YKA3ZAHUA 1JI OB YYAIOIIUXCA

TIpomesxyTouHast aTTecTanus 1o JTUCUUIUIMHE MIPEeyCMOTPEHa B BUIE SK3aMeHa

O0y4eHue TPOBOJUTCS B OAWH CEMECTP U OPTaHU3YETCsl B COOTBETCTBUH C HACTOsIIEH mporpaMMoil. CaMOoCTOsITeIbHAs
paboTa CTyJEHTOB OCYILECTBIIICTCS U KOHTPOJIUPYETCS C IOMOILBIO:

— MHAUBHUIYAJIILHOTO ONPOCa CTYACHTOB IIPHU 3alIUTe Ja0OpaTOPHBIX pabOT H MPAKTHYECKUX 3aHSATHI,

— Cc/IauM JIOMAIIHUX 33JaHui

DK3aMeH IIPOCTABJISICTCA IIPU YCJIOBUH BBIIIOJTHCHUA y‘I€6HOI‘0 IUTaHa JUCHUINIMHBI, W 110 pe3yJbTaTaM OTBETOB Ha

OK3aMCHAIIlMOHHBIC OHIIETHI




